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“On the Internet Nobody Knows You’re a Dog”

Cartoon in the New

Yorker, July 5, 1993
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“On the Internet, nobody knows you're a dog.”
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Fake Profiles
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= Fake Profiles/accounts are on

the rise

® Facebook already deleted nearly
Zack Muckerburg

1.3 billion fake accounts

Update status [§) Add photo/video

= “Anonymous” posting is exploited

https://innewsweekly.com/wp-content/uploads/2019/02/How-to-Spot-a-Fake-Profile-on-
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The Internet as a “Crime-Free Zone”
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= “Freedom of speech”?



Anonymous Transactions are Possible
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Post anonymously Pay anonymously

....................
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But Many Transactions Need ID MANNHEIM
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Enough History Tells All I oo

/-Z¥\ If we have a log of all your web searches over
| Q some period, we can form a very good picture of

who you are, and quite likely identify you.

. If we have a log of all your credit card purchases
ﬁ over some period, we can do the same.
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AOL Search Log Release

BUSINESS SCHOOL

[o)

_ . T Landscapers
Web-based mail service AOL =N in Lilourn, GA
released 3 months of search /
logs for 650,000 users for Property
research purposes. The New \ values in her

subdivision
York Times journalists Michael
Barbaro and Tom Zeller were \
able to use the data to identify @ Pet care issues
for her dog

several users.
Thelma Arnold from Lilburn, GA
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What Exactly Is Personally Identifying?

Given zipcode, birth date, and
seXx, about 87% of Social
Security Numbers can be

determined uniquely.

—~———

This is possible although that

information is not considered PII!
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Did you know? One
errant email, one un
containing PII could rest
thousands of personnel
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Netflix Prize

Netflix offered a million

./ dollars to the winning team
that could beat Netflix’s own
movie recommendation
algorithm by more than 10%.

Released a data set
comprising user ID, date,
movie name, rating.

“Completely de-identified”
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Netflix Prize

Home Rules Leaderboard Register Update Submit Download

Leaderboard

Display top | 20 7% leaders.

Rank Team Name Best Score % Improvement Last Submit Time
1 The Ensemble 0.8553 10,10 2009-07-26 18:38:22
2 BellKor's Pragmatic Chaos 0.8554 10,09 2009-07-26 18:18:28
T
3 Grand Prize Team 0.8571 9.91 2009-07-24 13:07:49
4 Opera Solutions and Vandelay United 0.8573 9.89 2009-07-26 20:05:52
5 Vandelay Industries 0.8579 983 2009-07-26 02:49:53
6 PragmaticTheory 0.8582 9.80 2009-07-12 15:09:53
7 BellKor in BigChaos 0.6590 9.M 2009-07-26 12:57:25
8§ Dace 0.6603 9.58 2009-07-24 17:16:43
9 Opera Solutions 0.8611 9.49 2009-07-26 18:02:08
10 BellKor 0.8612 948 2009-07-26 17:19:11
1 BigChaos 0.8613 947 2009-06-23 23:06:52
12 Feeds2 0.6613 9.47 2009-07-24 20:06:46
13 xiangliang 0.8633 9.26 2009-07-21 02:04:40
14 Gravity 0.6634 9.25 2009-07-26 15:56:34
15 Ces 0.6642 917 2009-07-25 17:42:38
16 Invisible ideas 0.8644 9.14 2009-07-20 03:26:12
17 Justa quy in a garage 0.8650 9.08 2009-07-22 14:10:42
18 Craig Carmichael 0.8656 9.02 2008-07-25 16:00:54
19 J Dennis Su 0.6658 9.00 2009-03-11 09:41:54
20 acmehill 0.6659 8.99 2009-04-16 06:29:35
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Netflix Re-identification
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Many users had posted ...and at the same time they
movie reviews on IMDb. .. had rated movies on Netflix.

By date of review, users could be linked across the two systems, even
if they only reviewed a few movies on IMDb. Their Netflix movie choices
could be used to determine sexual orientation, even if all their IMDb
reviews revealed no such information.

..........
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Netflix Saga Conclusion

Netflix was sued Case settled for
by a lesbian mom, $9m after 2+
who had not (yet) years of litigation.

come out, for
“outing” her.
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Netflix canceled
plans for
additional
rounds of its
prize challenge.
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Phone Data Re-identification MANNHEIM
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09:00 a.m
09:05 a.m.
09:10 a.m.
09:15a.m. —
09:20 a.m.

09:25 a.m

Analysis of “anonymized” 39323;
phone data over 15 months. 09:40 a.m
09:45 a.m
09:50 a.m

——— 0955am. —m————
X 10:00 a.m.
/" 10:05 a.m
10:10 a.m.
. 10:15am
Use of only 4 Ipom.ts of o L
reference with slight 1025am.
differences in time and space. o
10:40 a.m.
0 10:45a.m
10:55 a.m
Unique identification of 95% :10“
1. a.m
out of 1.5 m users. 1115 am.

11:20 a.m

14-95
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How Re-identification Works
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|dentifying data in retained
Q o fields, e.g., patient name
§ § mentioned in physician
: -J notes, a text field or graph
structure match, even
without labels

Identity

A . Combination of multiple
ggregation

partial identification, e.g.,
%g AOL search, Massachusetts

ﬁ health information

Using external data sets,
e.g., Netflix
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Four Types of Leakage MANNHEIM
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@ Reveal identity @

@
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Anonymity is virtually impossible, with enough other data:

Diversity of entity Random Aggregation

sets can be perturbation works only if

eliminated works only if we there is no

through joining can guarantee a known structure

external data. one-time among entities
perturbation. aggregated.

Faces can be recognized in image data. Increasingly even under
challenging conditions, such as partial occlusion.
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Severe Lack of Anonymity By MANNHEIM
Example: China’s Facial Recognition
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Limit Publication of Datasets As Solution? MANNHEIM
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License Data to Trusted Parties
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Need simple licensing regime for access to potentially sensitive data, including
de-identified data.

Enforce through ...through professional
contracts in the standards in the
business world or... research world.
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Summary

BUSINESS SCHOOL

r A
g. |dentity is very hard to manage online.

& Anonymity is possible only in limited narrow situations.
oo

De-identification is important to deter the merely curious
but will not stop the truly determined.
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