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Overview — Data Ethics BUSINESS SCHOOL

What are ethics?

Data ownership

Privacy

Anonymity

Data validity

Algorithmic fairness
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Ethics Are Not Religion

Most religions promote ethical behavior.

But ethics do not need to be religious.

Ethics originate from shared values,
which may or may not stem from religion.
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Ethics Are Not Laws BUSINESS SCHOOL

Ethics guide the
creation of laws,
such that the two
often correspond.

Laws may be used
to enforce ethical
behavior.

Not everyone will act
ethically, even if there
are shared values.
That is why people go to
jail for theft.
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BUSINESS SCHOOL

Mostly, society as a whole

does best when each

individual works to VS.
maximize their own

individual benefit.

But there are situations
where the individual
benefit comes at a
cost to society.

Shared societal value systems work to address these situations.
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Tragedy of the Commons AN i Fss scroo
Example
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Economic Value of Rules NS SCROT

If the cost for me to follow a
rule is less than the benefit to
me from others following that
same rule...

—~———

... then, this should make me
want the rule, even if there is a
cost to me.
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i MANNHEIM
Norm Relation MAN N M croot

Norms

Guidelines which
teach us how to
behave in a given

. situation
Categorical Instrumental

view

Senti-
mental-

ism
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Categorical Norm BUSTNESS SCHOOT

Independence of
individual objectives

Rationalism: based on
reason

Sentimentalism: based
on human feelings

see Kant see Smith and Hume
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Instrumental Norm

Involves individuals’
subjective view

Morality if it suits to
one’s purpose

Closer to reality

o
(B UNTVERSITY . .
@j@@ OF MANNHEIM [ GQU’S AMBA

BUSINESS SCHOOL

Instrumental

view
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Summary: What Are Ethics? BUSIRESs SCROOT

Ethics are shared rules we all agree to follow due to the resulting

benefits.

They are infused with a sense of right and wrong.

We now know what ethics are, and why we are all better off with
ethical behavior.
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BUSINESS SCHOOL

We have We have Thefe s virtually
unprecedented no limit to what
unprecedented : :
access to data options for Data Science
' analysis. could do.

Should we agree not to do some things that are possible?
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Data Science Has an Impact AN Uik Ess scroot
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Unsolicited Commercial Mail

First Spam: Two
immigration attorneys
posted offers for
immigrants over the
internet in every
place they knew

The volume of
spam messages
grew tremendously
up to a point where it
was considered to be
unacceptable

First Spam in 1994

EU Data protection
directive

BUSINESS SCHOOL

Being successful
with their “spam
strategy’, the two
started a consulting
business, helping
other businesses to
reach new customers
through the internet

When sending
commercial mail,
companies clearly
state the sender
and offer a visible
unsubscribe button

Today, no upstanding business will own up to spamming intentionally.
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Data Science Needs Ethics MANN N Ess scHooL
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A/B Testing

A/B testing is routinely used,
particularly...

by companies with a high
customer volume.

(ooo___ )

-

for web-page design.
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Site

g g 8 visitors

50% 50%

A
29% | Conversions @ 13%
Experiment
Winner
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A/B Testing A SN ss SCHOOT
Example: HelloFresh

Classic Plan X Wed, June 6 Save < Wednesday, Oct 16 > X Select min 3 meals Save

\ Pork Chops & Main Menu
Apple Rosemary O
Pan Sauce

Calorie Smart

Spicy Chicken

Stir Fry O

Lightning Prep

Turkish-Spiced Chicken in Apricot Sauce
Moroccan-Style Chickpea & Tomato Stew with Lemon Almond Rice & Harissa-Roasted Carrots

with Lemony Yogurt & Garlic Pitas

Vegge « Calorie Smart « One Pan

Bavette Steak in Turkish-Spiced Chicken in Apricot Sauce

a Mushroom Sauce with Lemon Almond Rice & Harissa-Roasted Carrots
with Carmelized Onion O
Mashed Potatoes &

Roasted Carrots

CHANGE MEALS /N Meals you’ll get this week $59.94

‘ SKIP WEEK '

/N Meals you'll get this week $59.94
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Human Subjects Research?

Companies try to
“push buttons”
to make
consumers buy
more. This is
considered good
business practice

MANNHEIM
BUSINESS SCHOOL

Companies can
have imperfect
algorithms that
give us poor
results.

These practices are just best efforts of companies and therefore they
are not involved with human subjects research.

BRONANT e BY fRus  pAvE
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Human Subjects Research?

BUSINESS SCHOOL

Facebook/Cornell Experiment

— 2014

‘[]=| Resuilts

—— published
Experiment: Results were
Choose articles published in the
shown in newsfeed Proceedings of the
to manipulate user National Academies
mood to of Science.
demonstrate
“‘emotional
contagion”.

ol
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Users did not know
about newsfeed

manipulation. Facebook

regularly tinkers the

algorithm to choose

items for newsfeed.

» User agreement
permits Facebook to
use data for research
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Is It Informed and Voluntary? AN siNtss scroor
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Informed Consent: Facebook MANN M scroor

Facebook may have stayed true to its user
agreement, even when it conducted the
emotional contagion experiment.

o'l
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Repurposing Can Be Problematic BUSTNESS SCHOOT

| give data about myself to a merchant to obtain a specific service. | do
not want the merchant to:

use this data for other or share this data with
purposes, others.

Consent can often be limited to disallow repurposing.
The “context” matters.

....................
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Repurposing Can Be Problematic BUSTNESS SCHOOT
Example: Cambridge Analytica

@% In 2014, US Facebook users provided their personal data
to a quiz app in exchange for personality tests.

(Q@ The app additionally collected data of the users’ Facebook friends.

Allegedly, some of that data was repurposed by selling it to the firm
Cambridge Analytica which used it to psychologically profile US voters.

%

Cambridge Analytica denied to have broken any laws and stated it had
not used the data in the US election of 2016.

A
‘ Facebook admitted a “breach of trust” and apologized to users.
2l
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MANNHEIM

Repurposing Is Not All Bad BUSTNESS SCHOOL

| understand that my credit card
company collects data about my
purchases and payments, and |
am willing to accept that they also
share some of this with a credit
reporting agency, even if | don’t
particularly like it.

(Ideally) the card company tells
me about this intended sharing,
and | (maybe reluctantly) agree.
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BUSINESS SCHOOL

| share medical data with my hospital to get better
care, and | may gladly support its repurposed use for

@' medical research.
/_N |
“‘@/’

However, the specific research questions may not be
known at the time | receive my care. A retrospective
data analysis is required.

L TS g

— — Can we define a consent agreement broad enough to
% cover a range of possible medical research without

being so broad as to cover “everything under the sun™?
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Humans and Data BUSINESS SCHOOL

Most data of interest is...

)

created by humans, about humans, or affecting humans.

Q We have to consider this impact as we practice Data Science.
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Example: Biography Ownership

The biography is about you. But
is it yours?

—~———

If | write your biography, | own
the copyright. If you dislike
what | say, there is not much

you can do, except sue for libel

where | am inaccurate.

ol
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The Life of Samuel Johnson

BUSINESS SCHOOL
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Example: ,,Nirvana Baby*

,Baby model“ sued the band:

No consent?
Child pornography?
Emotional harm?

,Nirvana Baby“

Did the baby model benefit?
UIGIE 7O
VIR GV - WP
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https://i.pinimg.com/736x/b5/d3/74/b5d3748da964329878c200efb83ef157--final-fantasy-xv-splish-splash.jpg
https://3.bp.blogspot.com/-txPmj7Rk20E/TONEmNLUEjI/AAAAAAAACGE/iIKQSIOHjvDO0/s 1600/nirvana- 29
album-cover-20-years-later-01-480x329.jpg



BUSINESS SCHOOL

@ Similar limits on what data | can record about
you and what | can do with it.

\Qj Free to record and free to use in other ways.

= And we have done this forever: recommendation
letters, gossip...
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Intellectual Property Basics BUSTNESS SCHOOT

TOP
SECRET
Copyright
Its an artistic New idea for | have it, but
expression. A making or doing don't tell
rearrangement is a something, mostly anyone.
derivative work. of technical nature.
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BUSINESS SCHOOL

@ If | use an image, | display it, and can credit the
owner.
Source: XY

If | use your data, | am almost always taking some

- piece of what you know, merging it with what |
know, and expressing something new.
1 = At best | can say | used some data from you.
— AN * |tis not easy to say exactly what and exactly how

much

lrt
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Data Collection and Curation BUSTNESS SCHOOL

Whoever does this
work deserves credit
and has ownership of
the data “asset”.

It can take a great deal
of effort to collect data
about something or
someone.

It can often take even

more effort to clean,
validate and standardize

=X
=X
=X
/'bﬂ the collected data to
——— place it into a form that is
of immediate value.

..........
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Data Collection and Curation BUSINESS SCHOOL
Example: Statista

statista %a

S atistics v Reports v Outlooks v Tools » Infographics Services v Global Survey (NEW

Technology & Telecommunications > IT Services REMIUN

Big data and business analytics market share worldwide in 2021, by country

DOWNLOAD

PDF ;_;XLS 'g‘]PNG L‘PPT

33% discount until Oct 31st )

Source
Exclusive Premium statistic Single Account — Show sources information
— Show publisher information

You need a Single Account for unlimited access. —_—
$39 $59 per month * Release date

@ Full access to 1m statistics in the first 12 months August 2021
@ Incl. source references ’ Region

: Getd Lﬁj-‘n &W .
© Available to download in PNG, PDF, XLS format Worldwide

View for free : .
Survey time period

*Duration: 12 months, billed annually, single license
il les, . X
EWHONANE N R TRue WAV https:/fwww.statista. com/statistics/1258046/worldwide-big- 34

o data-business-analytics-market-share-by-country/



Crowd-Sourced Reputation Sites AN Uik Ess scroot

golocalg [J glassdoor
00}

tripadvisor
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Limits on Recording A USRS scroot

Recording is wrong when
there is reasonable
expectation of privacy,
e.g., no cameras in clothing
store fitting rooms.

Similarly: Phone companies
must not record the (content
of) phone calls.
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We Could Agree Otherwise BUSTNESS SCHOOT

You could pose for a photograph
® under an agreement that | will give
you ownership of the photo.

You could agree to participate in a
research experiment under an
agreement that has informed
consent.

A funding agency could require that
e data collected from your funded
research be made public.
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Example: Creating an Account

Your choice/consent.

Contract-bound.
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BUSINESS SCHOOL

Tick here if you consent to receive emails from
the NFL about all NFL news, including news
about its events, products and services, and
any offers relating to those events, products

and services. You may withdraw your consent
and stop receivino the emails at anv time

Please see NFL's Privacy Policy for more
information about how the NFL processe
your personal data.

External link for NFL PP:

Create An Account

By signing up, you agree to our Terms of Use &
Privacy Policy

Picture source: Sennco:
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Video Cameras in Stores MANN M scroor

Can provide security.

Can even be used to
improve placement.

Recordings should not
be published.

o'l
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Cellphone Location Tracking

Necessary to provide
service. Required for many
valuable applications.

But can result in a huge loss
of privacy.
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Limits on Use BUSINESS SCHOOL

Often, there is a strong ... but also potential for
reason to record data... misuse.

Prefer to limit the use rather than recording.
Allow desired legitimate use while disallowing other (undesirable) use.
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Voluntary Limits on Use MANN M scroor
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Data Ownership Dispute Example: BUSINESS SCHOOL
LinkedIn vs. hiQ Labs

LinkedIn users enter their personal data into their profile.
The company believes that it owns this data.

. In 2017, the startup “hiQ Labs” used data on public LinkedIn
hll:l'” profiles to predict whether people were likely to leave
their jobs. According to LinkedlIn, this violates privacy.

% US court ruled in favor of hiQ Labs because it considered
= scraping of publicly available data a lawful business purpose.

In June 2021, the US Supreme Court vacated the decision for
a later review based on the Computer Fraud and Abuse Act.
The final decision is still pending.

2l
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Data Destruction BUSINESS SCHOOL

ﬁ Companies legitimately collect data as part of doing
"] business.

Companies need to retain goodwill of customers, and thus
will try not to do shockingly bad things with the data.

Once the company ceases to do business (e.g., because

W
5
|> of bankruptcy), this data is an asset that is likely sold to a

third party who may intend to misuse it.

Collected data must be destroyed, not sold.
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Bankruptcy Law has Partial Protection AR siNEss scroor
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BUSINESS SCHOOL

.Q Data ownership is complex, even for things you
do want to share.

@ For the most part you do not own data about

yourself. Therefore, there is a need to create
s principles to control what isn’t yours and
— ensure the rights to privacy.
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ergatSISP :lr'l(\)/l:a)feys? AN N M. —croor
u

Greek myth giant with
“a hundred” eyes
is always watchful.

REN i , Picture: Pinterest
WOMERI N B e oA p
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What is Privacy?
Panopticon

BUSINESS SCHOOL

Jeremy Bentham
designed a prison where
a single guard could
observe all the
prisoners. Prisoners
would not know when
they were being
watched, so they would
“‘behave” all the time.

g%tUNIVERSITY . B Picture: Mimisawhney
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Modern-Day Panopticon

BUSINESS SCHOOL

[GEIGEGE e b ool e s Bl 3 i W exacqvsks

rost Lot 1 (Axis 200WW) Fromt Lot 4 (Sony RZ26N)

Frost Lot 5 (Axss 270A)

Common Hall (Axis 240Q) Edg. Mall (Axis 24000 Eng. Lobby (Axis 240Q)
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We Are Being Watched, Even if lt Is MANNHEIM o
Less Obvious

Is there no no need to care just because
you don‘t do anything wrong?
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The Cambridge Analytica Scandal MANNHEIM e

Huge amount of data was stolen
from Facebook

Used by Cambridge Analytica to
target voters for Donald Trump

Big drop in Facebook's share
price plus $5BN fine

Responsibility of Facebook? Cambrid ge
Analytica

ot . https:/jwww.google.comfuri?sa=iauri=https%3A%2F %2Ffacebook de.uptodown.com®2F android&psig=AOvVaw28XMKbLOOAWBQX594_5MJGust=1643887757281000&
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Personalized Advertising MANNHEIM

BUSINESS SCHOOL

amazon.com Recommended for You

Amazon.com has new recommendations for you based on items you purchased or
told us you own.

LOOK INSIDE! LOOK INSIDE! LOOK INSIDE!
Google #pps Google Apps
Google Apps Google Apps Googlepedia: The

Deciphered: Compute in Administrator Guide: A Ultimate Google
the Cloud to Streamline Private-Label Web Resource (3rd Edition)

Your Desktop Workspace

3 YouTube

o'l https://upload.wikimedia.org/wikipedia/commons/1/13/YOUTUBE_LOGO.png
ﬁs 811;1 {\XEII\{I%IIEE IM !cs! {‘T;:!(’)UIS @A“ﬁg,& https://cdn.mageplaza.com/media/general/DdsQB2x.png 53
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Technology Is Eroding Privacy

BUSINESS SCHOOL

You have zero privacy any way ...
Get over it.

Scott McNealy, CEO of SUN, 1999

Then everybody needs to be completely honest, right?
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Changing Attitudes AN INEss scroot

' TikTok

3
,@

Teenagers freely post facts about their
activities online that adults never would
dream of doing. Their privacy
boundaries are different from those of
older people.

& But different boundaries does
not mean no boundaries ° vou'l'ube

T
&
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cccccccccccccccccccc

55



Voluntary Disclosure

Anything you voluntarily disclose to
others has much less protection
than something you kept completely
to yourself.

This quickly becomes problematic —
due to ubiquity.

£
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BUSINESS SCHOOL

Example:

9:46 w T .

555-1212

Add Number

| Telephone

companies must
know the dialed
number to place the
call. The metadata is
disclosed, but not
the content of the
conversation.

*x 0 2 355 Qo

\
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It Takes a Village ... MANNHEIM

BUSINESS SCHOOL
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No Option to Exit MANNHEIM

BUSINESS SCHOOL

$ $

Big Data is universal and Data Science can result in
never forgets anything! major asymmetries.

ol
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Wayback Machine MANNHEIM scroor

It archives almost every page on the web that is accessible and (intends to)
retain for ever. If you have an unflattering page written about you, it will
survive for ever in an archive, even if it was taken down!

INTERNETARCHIVE

WanBachMmacnne oo o
Please try our Beta Wayback Machine - Now with Site Searchl DONATE

Explore more than 279 billion web pages saved over time

e S— A;;---;j.i-'-. SLmmarke - -

Q Tools m Subscription Service ! Save Page Now

Wayback Machine Availability API Archive-It enables you to capture, manage SAVE PAGE

Build your own tools. saarch collections of digital content without al _

P A P 4 e R technical expertise or hosting faciities. Visit Capture a web page as it appears now for u
T I A Archive-it to buld and browse the collections as a trusted citation in the future.

Banish broken links from your blog

404 Handlar for Wahmaetars

o'l
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Laws are often written to clear
a person'’s record after some
years. For example, records
about imprisonments or driving
accidents are expunged after a
defined number of years.

o
(B \UNIVERSITY | % ssocurion
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BUSINESS SCHOOL

There are laws in the EU and
Argentina since 2006. But in
practice, these laws primarily
impact search engines.



The World of Data Today

Every merchant, and many
others, have considerable
data about me. This includes
at least my interactions with
them, but often much more.

| am happy for them to use
what they know to serve my
interests.

But | really do not want them
to share the data with others
or use it in other ways.

‘n]‘otﬂ A~ o
TNV I B oy DA

MANNHEIM

BUSINESS SCHOOL
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Many user agreements
are “all-or-nothing”.
Users must completely
give up control on
shared data to get any
service benefits at all.
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'BER iRS | {e
(R UNIVERSITY 1 ‘\‘-I;!QUIS %},\AM\B&

t®¥7 OF MANNHEIM m . YEqus

)

OO

It is better to provide
gradual choices, so
users can

make tradeoffs to
their liking, e.g.,
incognito browsing

BUSINESS SCHOOL

Users complain
about loss of
privacy.

©,
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MANNHEIM
BUSINESS SCHOOL

Collection versus Use

S
Go £

ﬂﬂb

Collection is a
necessary first step

before use.

64
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BUSINESS SCHOOL

We have a loss of privacy due to a loss of control
over personal data.

@)

| am OK with there being certain data about me that
| have chosen to share or that is public, but | really
é do not want others to share my data in ways that |
do not approve of.

ol
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Main Drivers of Privacy Violation MANNHEIM

Advertising

If a company can show
you focused, person-
alized, and relevant ads
everyone wins.

Surveillance Introduction
UIGIE Gy
WA I B Rous AR 66
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Main Sources of Information

BUSINESS SCHOOL

Data collected by
LT ] merchants and service

! ] — providers.

Activity tracking — on and
off the web.

S[EE
(((O))) !‘é,a Sensors in devices around us
= Personal devices

= |nfrastructure
= Third party devices

%
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Data Brokers BUSINESS SCHOOL

Companies that aggregate and link
information from multiple sources to
create more complete, and hence more
valuable, information products.

-

‘,:@32 Many don’t realize what can be learned
BEBE8 about them by linking multiple sources.

o'l
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“Waste” Data Collection

BUSINESS SCHOOL

Tutonal SACERE
Ul

rakeD

Your ID is scanned at
the bar to confirm
proof of age. The
scanning computer at
the bar captures your
name, address, date-
of-birth, etc.

T
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Metadata

BUSINESS SCHOOL

Metadata is data about the data. It is often distinguished from data
content.

E.g., for a phone call, metadata includes:

X

X\

Caller Callee Time and date of call Duration

cccccccccccccccccccc
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Metadata May Carry Much Information

BUSINESS SCHOOL

.
T ‘«:}
=3 Location information may be et
o=
metadata for a cellphone call. <3 -
=
S
AN
Knowing the location does not s }3 Kf’
&
reveal the content of a call. 7 ;
[

But location tracking can '
reveal a great deal about the 5 \
person.

cccccccccccccccccccc

o'l
/ n ) SSOCIATION
O MANN R WS ihus  SAVBA 7



Trust 2 Design MANNHEIM

BUSINESS SCHOOL

2l
UNIVERSITY 70 s<ocuron
887 OF MANNHEIM gm! Bous  CPAVER 7



Sneaky Mobile APP A S IN s SCHOOT

Privacy
agreements must
be short and easily

App will warn

understood you about
what it is
What apps should interested in,
actually do: €.g., camera
or microphone

Warn about
Data it will

fi collect
~ when
~ downloading

~ 1 a new app

cccccccccccccccccccc
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“Map App”

Carolina 5t

San Francisco
General Hospital

15 044 90

24th St

Potrero Ave

10 min
1.8 mi - 3:39 PM

X

A UNIVERSITY )
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MANNHEIM

BUSINESS SCHOOL

If you do not share your location, it
still gives you the simple route or a
map of the neighborhood.

74



Apps Ask For More Data Than Needed

BUSINESS SCHOOL

Reasons why apps ask for more
permissions than they actually need

Intentions for future For adware
enhancements

Tradeoff between getting an app for free and sharing the
data with the app.

cccccccccccccccccccc
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Conclusion BUSINESS SCHOOL

self. It is a basic human need, even for people who have “nothing to

Privacy is the ability to control sharing of information about the
hide”.

Privacy is easily eroded by thoughtless actions, or in some cases,
by intention.

Stakeholders have begun a conversation around privacy.

@ But there is no consensus on where the lines should be drawn just
yet.
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Overview — Data Ethics BUSINESS SCHOOL
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“On the Internet Nobody Knows You’re a Dog”

Cartoon in the New

Yorker, July 5, 1993

T
‘ S—
EON AN M B s

PATER
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“On the Internet, nobody knows you're a dog.”
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Fake Profiles

BUSINESS SCHOOL

= Fake Profiles/accounts are on

the rise

® Facebook already deleted nearly
Zack Muckerburg

1.3 billion fake accounts

Update status [§) Add photo/video

= “Anonymous” posting is exploited

https://innewsweekly.com/wp-content/uploads/2019/02/How-to-Spot-a-Fake-Profile-on-

o'l
d}i@@ o A | {f‘\* AVBR Social-Media.jpg
SRR e!ﬂcsﬁ o @ CCCCCCCCCC https://www.dumblittleman.com/wp-content/uploads/2018/02/fake-social-media-account.jpg 79



The Internet as a “Crime-Free Zone”

BUSINESS SCHOOL

/ \// P ~—
= Hate speech /73,«@ Ny, e

Sp GGC/)

Ro
= Discrimination and Racism ”’fea { v
R FARSRSNE 4

tejireal Go back to Nigeria @ @

" Crimes such as the denial

of the Holocaust
s; malik kinteh_ Get out my country

==
|8,
b 54|

) ‘ mohd.han__ Nigga

P~ [ l/ :
a s mad_england @ @& 9

ol . https://www.globalr2p.org/wp-content/uploads/2020/02/Screen-Shot-2020-02-21-at-9.46.30-AM.png
(S UNIVERSITY 79, ssocurion https://static.india.com/wp-content/uploads/2021/07/Bukayo-Saka-Racially-
(% OF MANNHEIM B3 {‘;OUIS PAMBA Abused.jpg?impolicy=Medium_Resize&w=12008h=800 80

= “Freedom of speech”?



Anonymous Transactions are Possible

BUSINESS SCHOOL

Post anonymously Pay anonymously

=~ VP MAININILINVE Aacss ™ wcmesmes V) ACCREDITED
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But Many Transactions Need ID MANNHEIM

~ BUSINESS SCHOOL

oI
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Enough History Tells All I oo

/-Z¥\ If we have a log of all your web searches over
| Q some period, we can form a very good picture of

who you are, and quite likely identify you.

. If we have a log of all your credit card purchases
ﬁ over some period, we can do the same.

(RS UNIVERSITY | e,
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AOL Search Log Release

BUSINESS SCHOOL

[o)

_ . T Landscapers
Web-based mail service AOL =N in Lilourn, GA
released 3 months of search /
logs for 650,000 users for Property
research purposes. The New \ values in her

subdivision
York Times journalists Michael
Barbaro and Tom Zeller were \
able to use the data to identify @ Pet care issues
for her dog

several users.
Thelma Arnold from Lilburn, GA

il
JERRSUNIVERSITY . .
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What Exactly Is Personally Identifying?

Given zipcode, birth date, and
seXx, about 87% of Social
Security Numbers can be

determined uniquely.

—~———

This is possible although that

information is not considered PII!

oI
UNIVERSITY 7 ssocurion
VAR N B B oA

Did you know? One
errant email, one un
containing PII could rest
thousands of personnel

MANNHEIM

BUSINESS SCHOOL

ction with SSN,
n name, biometric
ancial history or

0 flat is linkable to or

85



Netflix Prize

Netflix offered a million

./ dollars to the winning team
that could beat Netflix’s own
movie recommendation
algorithm by more than 10%.

Released a data set
comprising user ID, date,
movie name, rating.

“Completely de-identified”

)l
@ UNIVERSITY | "o
EEOFVANR I By TRus  DAVEA
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BUSINESS SCHOOL

Netflix Prize

Home Rules Leaderboard Register Update Submit Download

Leaderboard

Display top | 20 7% leaders.

Rank Team Name Best Score % Improvement Last Submit Time
1 The Ensemble 0.8553 10,10 2009-07-26 18:38:22
2 BellKor's Pragmatic Chaos 0.8554 10,09 2009-07-26 18:18:28
T
3 Grand Prize Team 0.8571 9.91 2009-07-24 13:07:49
4 Opera Solutions and Vandelay United 0.8573 9.89 2009-07-26 20:05:52
5 Vandelay Industries 0.8579 983 2009-07-26 02:49:53
6 PragmaticTheory 0.8582 9.80 2009-07-12 15:09:53
7 BellKor in BigChaos 0.6590 9.M 2009-07-26 12:57:25
8§ Dace 0.6603 9.58 2009-07-24 17:16:43
9 Opera Solutions 0.8611 9.49 2009-07-26 18:02:08
10 BellKor 0.8612 948 2009-07-26 17:19:11
1 BigChaos 0.8613 947 2009-06-23 23:06:52
12 Feeds2 0.6613 9.47 2009-07-24 20:06:46
13 xiangliang 0.8633 9.26 2009-07-21 02:04:40
14 Gravity 0.6634 9.25 2009-07-26 15:56:34
15 Ces 0.6642 917 2009-07-25 17:42:38
16 Invisible ideas 0.8644 9.14 2009-07-20 03:26:12
17 Justa quy in a garage 0.8650 9.08 2009-07-22 14:10:42
18 Craig Carmichael 0.8656 9.02 2008-07-25 16:00:54
19 J Dennis Su 0.6658 9.00 2009-03-11 09:41:54
20 acmehill 0.6659 8.99 2009-04-16 06:29:35
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Netflix Re-identification

BUSINESS SCHOOL

Many users had posted ...and at the same time they
movie reviews on IMDb. .. had rated movies on Netflix.

By date of review, users could be linked across the two systems, even
if they only reviewed a few movies on IMDb. Their Netflix movie choices
could be used to determine sexual orientation, even if all their IMDb
reviews revealed no such information.

..........
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Netflix Saga Conclusion

Netflix was sued Case settled for
by a lesbian mom, $9m after 2+
who had not (yet) years of litigation.

come out, for
“outing” her.

AACSB  acceeoiten ACCREDITED
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Netflix canceled
plans for
additional
rounds of its
prize challenge.

BUSINESS SCHOOL
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Phone Data Re-identification MANNHEIM

BUSINESS SCHOOL

09:00 a.m
09:05 a.m.
09:10 a.m.
09:15a.m. —
09:20 a.m.

09:25 a.m

Analysis of “anonymized” (3)932321
phone data over 15 months. 09:40 a.m
09:45 a.m
09:50 a.m

1 0955 am ————————
X 10:00 a.m.
/" 10:05 a.m

10:10 a.m. ,
. 10:15am
Use of only 4 Ipom.ts of =T
reference with slight 1025am.
differences in time and space. o
10:40 a.m.
0 10:45a.m
10:55 a.m
Unique identification of 95% :10“
1. a.m
out of 1.5 m users. 1115 am.

11:20 a.m

14-95

iﬁ? UNIVERSITY . ' F“* Picture: https://news.mit.edu/2013/how-hard-it-de-
OF MANNHEIM Faus  PAMBA anonymize-cellphone-data 89
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How Re-identification Works

BUSINESS SCHOOL

|dentifying data in retained
Q o fields, e.g., patient name
§ § mentioned in physician
: -J notes, a text field or graph
structure match, even
without labels

Identity

A . Combination of multiple
ggregation

partial identification, e.g.,
%g AOL search, Massachusetts

ﬁ health information

Using external data sets,
e.g., Netflix

cccccccccccccccccccc
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Four Types of Leakage MANNHEIM

BUSINESS SCHOOL

@ Reveal identity @

@

e UNIVERSITY o
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BUSINESS SCHOOL

Anonymity is virtually impossible, with enough other data:

Diversity of entity Random Aggregation

sets can be perturbation works only if

eliminated works only if we there is no

through joining can guarantee a known structure

external data. one-time among entities
perturbation. aggregated.

Faces can be recognized in image data. Increasingly even under
challenging conditions, such as partial occlusion.

o
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Severe Lack of Anonymity By MANNHEIM
Example: China’s Facial Recognition

A rERe [

= LA R i

T T . . oo oy LiCIUME (L): https:/fimage.cnbcfm.com/api/v1/image/105910971-  Picture (R): https://www.cnet.com/news/in-
B OF MANNHEIM ‘equis  PAMBA 1557804260825gettyimages-1124858078 jpeg?v=1582387062  china-facial-recognition-public-shaming-and- 9
control-go-hand-in-hand/
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Limit Publication of Datasets As Solution? MANNHEIM

BUSINESS SCHOOL
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License Data to Trusted Parties

BUSINESS SCHOOL

Need simple licensing regime for access to potentially sensitive data, including
de-identified data.

Enforce through ...through professional
contracts in the standards in the
business world or... research world.

cccccccccccccccccccc
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Summary

BUSINESS SCHOOL

r A
g. |dentity is very hard to manage online.

& Anonymity is possible only in limited narrow situations.
oo

De-identification is important to deter the merely curious
but will not stop the truly determined.
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Overview — Data Ethics BUSINESS SCHOOL
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Valid Ity MANI\%%%III\[}/}ESS SCHOOL

As there are a lot of
possible interactions
between two
variables, we need to
make sure that
validity is given.

oI
UNIVERSITY 7 ssocurion
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Absence of Validity Leads to Data Error AR siNEss scroor

If decision-making is non-transparent, results can be bad on
an aggregated level, and catastrophic for an individual.

=

What if someone is denied a loan because of an error in the
analyzed data? Or in the analysis method design?

o'l
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Poor Data in Organizations AR siNss scroor

Wrong Business Strategy

Damaged Reputation

Increase in Financial Costs

https://commence.com/blog/2021/01/16/bad-data-in-decision-making-process/

ol
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Sources of Error

Errors in
Data

Sample
Represent-
ativeness

Errors*

Data
Processing

oy
(RS UNIVERSITY | w0
{®¥’ OF MANNHEIM na GQU’S PAMRA

Managing
Change

7N
e

Errors in

Attributes

Measures

Design

BUSINESS SCHOOL



Sample Representativeness BUSTNESS SCHOOL

The Streetlight Effect

Drunk people look for their keys
under a lamppost, because this is
where they can see.

We are often limited by
what data we have.

We just analyze what we

R\ have and hope for the best.

ot
(@ UNIVERSITY 1 .
(% OF MANNHEIM B3 Ty PAVBA
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Sample Representativeness A USRS scroot
Example: Twitterverse

Are twitter users representative of the population as a whole?
Are tweets representative of the opinions of twitter users?

Pope——t ] Y.
R\/ “—‘] ] %J =
a®w ) =
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|

Sample Representativeness:
Opinionated Customers on Forums

Sometimes, it may not matter
whether the opinion is

representative of the population.

—~———

It may be enough if it is
representative of a segment of
the population.

(ERRSUNIVERSITY . %,
(% OF MANNHEIM B3 Gy GPAMBA
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Sample Representativeness: Counting BUSTNESS SCHOOT
Variables

Not everything that can be counted counts,
and not everything that counts can be counted.

William Cameron, 1963

o
ZRLUNIVERSITY |
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Sample Representativeness: Balance A USRS scroot
Important Attributes

If a variable (e.g.,
race, gender, age) is
likely to matter, you
need to make sure
the sample is well
balanced in these
attributes.

cccccccccccccccccccc
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Sample Representativeness: Accuracy BUSTNESS SCHOOT
Paradox as a Problem of Resampling

When working with data, you need samples of the
same size, which you can achieve by resampling

Undersampling Oversampling
=
i Copies of the
S\ minority class
- \ Samples of
= \\__ majority class
RN
~ NN\
0\ Z
— S = -
Original dataset Original dataset

But this can lead to a lack of accuracy because
it does not clearly distinguish between the
numbers of correctly classified examples

ol
‘ UNIVERSITY W | ) scociron https://iwww.analyticsvidhya.com/blog/2020/07/10-techniques-to-deal-with-
@E@ OF MANNHEIM g‘,c; {;;_QU’S @é&&% class-imbalance-in-machine-leaming/ 107



Sample Representativeness: American BUSTNESS SCHOOT
Idol Semi-finalists

=~ VP MAININILINVE Aacss ™ wcmesmes V) ACCREDITED
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Sample Representativeness: Project BUSTNESS SCHOOT
Future Population

: Past population is not the same as the future
population.

@ Analysis based on the past will work in the future only
to the extent to which the future resembles the past.

% Watch out for singularities, but also worry about
gradual drift.

%
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Errors in Data AR SN Ess scroOT
Example: Google Labeling Error

Gorillas Graduation

ol
UNIVERSITY ) ssocurion
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Errors in Data: Algorithms and Race AN UstEss scroot

CAN COMPUTERS BE RACIST?

@fordfoundation

A UNIVERSITY
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Errors in Data MANN M scroor

Missing Inaccurate
Data Data

Outdated
Data

https://commence.com/blog/2021/01/16/bad-data-in-decision-making-process/
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Errors in Data BUSINESS SCHOOL
Example: Credit Reports

/I\/Ionthly report Credit report agencies Credit score\

f'c)'1
LﬁJ

J

Ca.

-
== CREDIT REPORT

Melissa Gor don
340 Biscayne lllu’.
15152 Florda, USA

row t'd

1985, She bor
¢ books at the

som
d has not

library an
vet returned.

DEBTOR

cccccccccccccccccccc
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Attributes and Measures: What Attributes BUSTNESS SCHOOT
to Choose

Attributes decide on the research we can conduct

= o

Usually limited by Additional attributes can  Still, we need to
what is available. sometimes be purchased think about
or collected. missing
attributes.

o
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Attributes and Measures: What Attributes BUSTNESS SCHOOT

y /]\ ﬁ

May be limited
by law. For
example, in many
cases, race can
and should not
be considered.

2l
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Attributes and Measures: Paid Ads
Based on Followers

Kim Kardashian West has 70 million
followers on Twitter.

« 50 million saw the tweet

» 2 million visited Company X's web site
« 30,000 orders ($30 each, on average)
- $900,000 in sales

Are these the sales based on this tweet?

s
ZELUNIVERSITY | %,
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Attributes and Measures: Paid Ads MANN N Ess scHooL

Based on Followers

Pay per new customer

Pay per view

i
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Errors in Data Processing: “Fancy A USRS scroot
Data Processing”

Extracting sentiment
from text.

Recognizing faces ron

from photos.

Merging records for
the “same” person.

o)

118
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Combination of Errors: Algorithms on AR siNEss scroor
Social Media

https://assets.deutschlandfunk.de/FILE_40d4b5c766050371d5¢a859d130de380/512x384.
pg?t=1597525089324

ol https://i.computer-bild.de/imgs/5/1/8/3/8/5/6/Facebook-1024x576-e343b150b7305a53.jpg
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OF MANNHEIM &2 “zqus 555%370 pg



Errors in Model Design: Different Cases AR siNss scroor

Extra- Feature Simpson’s
polation Selection Paradox

cccccccccc
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Errors in Model Design: Model BUSTNESS SCHOOT
Structure

Most machine learning just estimates parameters to fit a pre-
determined model.

i3 il

ol
Do you know the model is Are you trying to fit a linear model to a
appropriate? complex nonlinear reality?

....................
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Errors in Model Design: Extrapolation AN siNtss scroor

8
7
This is a simple "

_ linear structure.

We have a perfect linear So, it needs to
graph in the range 1-4. go on and on >

and on...
4
—~————
O 3
What can you say about

X=77? 2
1
0

ol
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Errors in Model Design: Feature Selection BUSTNESS SCHOOT

O Did you know that taller people are
== more likely to grow beards?

~— D O,

Women generally are shorter. Women
don’t grow beards. This doesn’t tell us
anything about taller vs shorter men!

cccccccccccccccccccc
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Errors in Model Design: Ecological Fallacy AR siNss scroor

Very low
crime
rate

Example:

cccccccccc
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Errors in Model Design: Simpson’s Paradox

Women are accepted
more often by both
Easy U and Hard U.
But they are accepted
less often by the two
combined. Because
more women than
men apply to Hard U.

ol ]
d’%%?LUNIVERSITY
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7/10=0.7

3/10=0.3

10/20 = 0.5

BUSINESS SCHOOL

Women

4/5=0.8

5/15=0.33

9/20 = 0.45

125



Managing Change: BUSINESS SCHOOL
Analysis of Complex System

e System changes continuously.

o s the analysis still valid then? Most
changes do not impact the analysis.

But some do, and we may not know
which ones!

s
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Managing Change A SN ss SCHOOT
Example: Google Flu Trends

Google Flu Trends appears to be overstating 2012-13 U.S. flu intensity ____9323'9
10% - ﬂ !
9% 2 o
2008 Flu Trends algorithm 2009 Flu Trends algorithm ! ‘% b
@© ? > R
)] 8% — X QO
0 @3
g '3a
= 5 0
g 53
c 6% : - @
g |
= :
< 5% :
S |
wo 1 - -« ® (( - ‘(X A FM| N
D 4% .
2 cocC
=
2 3%
]
Q
5
O 2%
1%
0 | L L ! | L L L | . L L |
2009 | 2010 2011 2012 2013
Flu Trends launch Algorithm update
Nov. 11, 2008 Sept. 24, 2009
Sources: http:/www.google.org/flutrends/us, COC ILInet data from hitp://gis.cdc. i il ldashboard.htm, Data as of Jan. 26, 2013. Keith Winstein (keithw@mit.edu)

Cook et al. (2011) Assessing Google Flu Trends Performance in the United States during the 2009 Inﬂuenza Virus A (HIN1) Pandemic.
PL0S ONE 6(8): €23610. doi:10.1371/journal.pone.0023610,
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Managing Change: Campbell’s Law

The more any quantitative social indicator
(or even some qualitative indicator) is used
for social decision making, the more subject

it will be to corruption pressures and the
more apt it will be to distort and corrupt the
social processes it is intended to monitor.

Donald Campbell, 1979

EJQIE A~ csoc
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Managing Change: Campbell’s Law BUSTNESS SCHOOL
Example: Crime Rate

Assume there is a decrease in a city’s
crime rate (= social quant. indicator).

People likely attribute this to a reduction
in the actual number of crimes.

the crime rate is recorded or which police
encounters are classified as crimes

f However, it may reflect a change in how

| u "~ oeon https://searchbusinessanalytics.techt Picture: https://3er1viui9wo30pkxh1v2nh4w-wpengine.netdna-
d}ﬁﬁﬁ 81; }XE IISI%IIITI}{E IM ! \ {;Ebws GPAMBA arget.com/definition/Campbells-Law ssl.com/wp-content/uploads/sites/68/2017/09/Gettylmages-93192527- 129
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Managing Change: Campbell’s Law AR SINEss scHOOT
Example: The Facebook Case

Metric Obsession Weakens UX: The Facebook Case
-

ol
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Sources of Error BUSINESS SCHOOL

Errors in Managing
Data Change

Sample Attributes

Represent- and
ativeness measures

Errors*{ors in A

Datal Model
Processing :

Design
O=4 / : \((

[\

s
4RSS UNTVERSITY 1 %
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Conclusion BUSINESS SCHOOL

(g It is crucial that we pay careful attention to
J the validity of our data, and of the model.

A\
@ Otherwise, we will get bad results.
N—

Which can cause real harm.

s
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MANNHEIM
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Overview — Data Ethics BUSINESS SCHOOL
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AlgOfIthmIC Fairness BUSINESS SCHOOL

e Do data “speak for themselves”?

e Can algorithms be biased?

® Can we make algorithms unbiased?

rt
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What is “Discrimination”? BUSINESS SCHOOL

How we view discrimination: a single target group versus
everyone else. Individuals from that target group are treated
differently from otherwise identical individuals outside the group.

Aggregate outcome (percent success) of target group differs from
that of others, measured regarding:

aVaa
A
Candidate population Full universe population

ol
(T, UNIVERSITY ' %,
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BUSINESS SCHOOL

Algorithmic Fairness
Example: Apple’s Credit Limits

= Apple’s credit card algorithm used
to offer different credit limits for

men and women.

" This occurred even when
* men and women were sharing g
a bank account and }g
- women had a higher credit -
score. N §
{)
g

https://ichef.bbci.co.uk/news/976/cpsprodpb/3D53/product
ion/_109599651_aaple.png 136

)l
ZRLUNIVERSITY |
EHOVANE N Y Rus AW



Algorlthmlc Fairness BUSINESS SCHOOL
Example: Amazon’s Biased Recruiting Tool

= Review and rating of job applicants’ resumes
using Al-powered algorithms

® The Al model was trained with (biased)
historical data from the past 10 years

= Al recruiting system was not rating candidates
fairly and it showed biases against women, so
that Amazon stopped using it

ol https://static.amazon.jobs/business_categories/8/thumb
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Bad Analysis from Good Data AR siNEss scrooT
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Correlated
Attributes

BUSINESS SCHOOL

Universities are prohibited by law to consider

T~T race in admissions.
M To foster diversity, they can find surrogate
0 features that get them close, without violating

the letter of the law.

; E!EEEF. L % | %, SSOCIATION
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Correlated Attributes: e BUSINESS SCHOOL
Discriminatory Intent

Big data provides ... also provides
technology to facilitate technology to detect
proxy discrimination, and address

but.... discrimination.

How this technology is used becomes a matter of intent!

ol
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Correlated Correct but P-Hacking

Correlated Attributes: MANN M scroor
Unintentional Discrimination

THE WALL STREET JOURNAL. = | veex

WHAT THEY KNOW

Websites Vary Prices, Deals Based on Users’
=  Information

By JENNIFER VALENTINO-DEVRIES,
! JEREMY SINGER-VINE and ASHKAN SOLTANI POPULAR ON W5J
= December 24, 2012
a) Opinion: The

It was the same Swingline stapler, on the same Staples.com website. Political Assault on
ses Climate Skeptics

But for Kim Wamble, the price was $15.79, while the price on Trude >

Frizzell's screen, just a few miles away, was $14.29.
Iran Backs Ir

) . Campaign to
A key difference: where Staples seemed to think they were located. Reclaim Tik

A Wall Street Journal investigation found that the Staples Inc. U.S. Arab Alli STAPLES
Iran Deal &=

website displays different prices to people after estimating their
locations. More than that, Staples appeared to consider the person's

) . Opinion: Ob
distance from a rival brick-and-mortar store, either OfficeMax In an Entitle

B UNTVERSITY
B OF MANNTEIM A.M!B Caus P
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Correct but Misleading Results: ‘ B AN o
Unfair Visualization

106 120

104 80

103 60

102 40

101 20

100 - ' ; - - 1 ' o 1 . : r 1 -
Yearl  Year2  Year3  Year4  Year5  Yearb Yearl  Year2  Year3  Yeard  Year5  Yearb
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Correct but Misleading Results: ™ == AN oo
Variance

HOTEL

ooao
ooao

3,2/5

etz W Hoen [ Holls
mostly 3 Hotel A Hotel B
i

and 4

stars

Prefer Hotel B, by a lot.

cccccccccc
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Correlated orrect & P-Hacking
Attributes misleading ———

Correct but Misleading Results: AR siNEss scroor
Support

'HOTEI.' HOTEL

BEBEE oo
BH ooo
45/5 44/5

X X X X X X X

Hotel A Hotel B
i

2 reviews

Prefer Hotel B, by a lot. It is too easy on most sites to place a few false positive
reviews.
!:!Iatl:( P
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Correct but Misleading Results: ™ == AN oo
Scaling Support

'HOTEI.' HOTEL

HEBH 000
B8 000
45/5 44/5

X X X X X X X

Hotel A Hotel B
i

10 reviews
5 rooms

Quite possibly prefer Hotel A. It has far fewer customers, so you should expect it to have
fewer reviews.

!:!Iatl:( P
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Correct but Misleading Results: “~ ' B AN o
Minority Loses

7
6 <&
5
® Good Red
4
& Bad Red
3 " Bad Green
2 ©® Good Green
1
D I I T T 1
0 1 2 3 4 5

o
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Correct but Misleading Results: “ = stiss scroor
Diversity Suppression

Use Data Science to find
promising prospects.

Criteria are tuned to fit the
majority.

Algorithm performs poorly
on (some) minorities.

Hired minority employees
are not the best and perform
not well - unfairly besmirch

others in minority.

Best minority applicants
are not hired -2 unfair to
- them.

s
SEREPUNIVERSITY | 7o,
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Correct but Misleading Results: “* =
Diversity Suppression

For Group A,
drug is very
effective

For Group B,
drug is
worthless

s
ZRLUNIVERSITY | "o
{7 OF MANNHEIM B {hus DAV
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P-Hacking

BUSINESS SCHOOL

What
happens?

148



Correct but Misleading Results:

Diversity Suppression

Group A

Group B

Group A majority: Drug is
found effective with suitable
significance level. Patients in

group B are also given this drug.

s
4RSS UNTVERSITY 1 %
%4 OF MANNHEIM .3 Gou:s GPAMBA
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Attributes | misleading

BUSINESS SCHOOL

Group A

Group B

Group B majority: Drug is
not approved, even though
minority (group A) patients
could have benefitted from it.
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Correct but
Correlated
Attributes ~ Misleading

P-Hacking =

MANNHEIM __
BUSINESS SCHOOL

To create “added
value” without
significance

Manipulation
of research
results

—————————————
2L UNIVERSITY S
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P-Hacking
Slim by Chocolate

B Diese Studie schmeckt uns!

,1 Wer Schokolade isst, ' =

nimmt schneller ab

Mainz - Schokolade :
wirkt als Diat-Turbo! :
So lautet das iiberra- :
schende Ergebnis ei-
ner Studie des , Institu- :
te of Diet and Health”
in Mainz.

Die Studienteilneh- :
mer wurden in Diat-
Gruppen aufgeteilt und
aBen kohlehydratarm
(Low Carb). Bei einer

o

o

o

Gruppe standen zusatz-
: lich 40 Gramm Bitter-
schokolade am Tag auf

: dem Speiseplan.

Das Ergebnis: Die

i Teilnehmer der Schoko-
i Gruppe nahmen deut-

lich schneller ab und

i konnten ihre Blutwer-
i te wie z. B. Cholesterin
: verbessern. Die Main-
i zer Wissenschaftler ver-

Foto:
o

c

-

I

&

=

\r__—

muten, dass Scho-
kolade mit hohem
Kakaoantei o
bei beliebi-
gen Didten
als Beschleu-
niger dienen
kann. Die
Grinde da-
fur missen
jetzt
untersucht werden.

|E|—:|'

Study on the effects of
chocolate consumption
during a low-carb diet.

EJ:'EkU IVERSITY
&0
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MANNHEIM ggcsma
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s
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GPAMBA
ACCREDITED

&

Intentionally “bad” study
design with 15 participants
and 18 measurement items.

https://gizmodo.com/i-fooled-millions-into-
thinking-chocolate-helps-weight-1707251800

Correct but
misleading —  P-Hacking
results

Correlated
Attributes

BUSINESS SCHOOL

This is an excerpt of Europe’s largest
daily newspaper, Bild.

(from March 28, 2015)

The headline roughly states “Those
who eat chocolate lose weight
faster”.

Researchers wanted to prove how
easy it is to turn “bad science” into
big headlines in the dietary sphere.

&

Significant but
meaningless and
unfounded results.

Picture:

https://pbs.twimg.com/media/CGCFSFyWIAAKPXa.png 151



Bad Analysis from Good Data BUSINESS SCHOOL

Correct but
misleading P-Hacking
results

Correlated
attributes

Fair evaluation of data and correct handling of algorithms is crucial in
order to be able to work at high quality and also to be able to offer
added value for oneself, one's environment, and society

..........
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